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Information is widely regarded as the lifeblood of modern business, but organizations are facing a flood of threats to such
“intellectual capital” from hackers, viruses, and online fraud. Directors must respond to increasingly complex and
competing demands regarding data protection, privacy regulations, computer misuse, and investigatory regulations. IT
Governance will be valuable to board members, executives, owners and managers of any business or organization that
depends on information. Covering the Sarbanes-Oxley Act (in the US) and the Turnbull Report and the Combined Code
(in the UK), the book examines standards of best practice for compliance and data security. Written for companies
looking to protect and enhance their information security management systems, it allows them to ensure that their IT
security strategies are coordinated, coherent, comprehensive and cost effective.
Create strong IT governance processes In the current business climate where a tremendous amount ofimportance is
being given to governance, risk, and compliance(GRC), the concept of IT governance is becoming an increasinglystrong
component. Executive's Guide to IT Governanceexplains IT governance, why it is important to general, financial,and IT
managers, along with tips for creating a strong governance,risk, and compliance IT systems process. Written by Robert
Moeller, an authority in auditing and ITgovernance Practical, no-nonsense framework for identifying, planning,delivering,
and supporting IT services to your business Helps you identify current strengths and weaknesses of yourenterprise IT
governance processes Explores how to introduce effective IT governance principleswith other enterprise GRC initiatives
Other titles by Robert Moeller: IT Audit, Control, andSecurity and Brink's Modern Internal Auditing: A Common Bodyof
Knowledge There is strong pressure on corporations to have a goodunderstanding of their IT systems and the controls
that need to bein place to avoid such things as fraud and security violations.Executive's Guide to IT Governance gives
you the tools youneed to improve systems processes through IT service management,COBIT, and ITIL.
This book will provide a user-friendly guide to current and emerging issues in corporate governance, especially for
accountants and directors. The book explains terminology used in a jargon free way, and sets out to give you a practical
guide to establishing a robust, yet workable governance framework for your enterprise. The book also guides you through
the process of dealing with the particular issues relating to listed companies, and to those with exposures in other
countries which may bring other jurisdictions? governance requirements to bear. The book is intended to appeal to
accountants who are not professionals in corporate governance matters. It therefore aims to give them a user-friendly
manual/guide to the issues of which they need to be aware. A quick reference guide. In addition the book provides a
valuable update on the evolution of the concept of governance, and where the international trends appear to be going.
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The author is a financial services and regulatory consultant. She is also Manager, Corporate Governance for an
international life company, and also an examiner and moderator who lectures and writes extensively on a wide range of
compliance and financial services matters. The book is organised into the following sections. Section 1: what is corporate
governance? How has it evolved, and what are the emerging trends? Section 2: a practical guide to establishing and
implementing a robust governance framework * covers the concept of Corporate Governance from the point of view of
accountants and directors and what these groups need to be aware of * explains the sensible steps that should be taken
to document and provide evidence of their compliance with the various legislation in place * provides accountants with a
practical, user-friendly manual to the governance issues which they need to be aware of.
"This new edition of a unique handbook is fully updated for the latest regulatory and technological developments.
Containing the 2005 revisions to BS7799 and ISO17799, it guides business managers through the issues involved in
achieving ISO certification in information Security Management and covers all aspects of data security." "Written by
business managers for business managers, it is an essential resource to be used in organizations of all shapes and
sizes, and particularly those with well-developed internal IT systems and those focussed on e-commerce."--Jacket.
This new book sets out for managers, executives and IT professionals the practical steps necessary to meet today's
corporate and IT governance requirements. It provides practical guidance on how board executives and IT professionals
can navigate, integrate and deploy to best corporate and commercial advantage the most widely used frameworks and
standards.
For many companies, their intellectual property can often be more valuable than their physical assets. Having an
effective IT governance strategy in place can protect this intellectual property, reducing the risk of theft and infringement.
Data protection, privacy and breach regulations, computer misuse around investigatory powers are part of a complex and
often competing range of requirements to which directors must respond. There is increasingly the need for an
overarching information security framework that can provide context and coherence to compliance activity worldwide. IT
Governance is a key resource for forward-thinking managers and executives at all levels, enabling them to understand
how decisions about information technology in the organization should be made and monitored, and, in particular, how
information security risks are best dealt with. The development of IT governance - which recognises the convergence
between business practice and IT management - makes it essential for managers at all levels, and in organizations of all
sizes, to understand how best to deal with information security risk. The new edition has been full updated to take
account of the latest regulatory and technological developments, including the creation of the International Board for IT
Governance Qualifications. IT Governance also includes new material on key international markets - including the UK
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and the US, Australia and South Africa.
THE guide for business managers - improve your business control practices NOW! In today's global economy, with more
pressure on compliance, cost management and continuity planning, business management control has taken on far more
importance to executives the world over. However, while there are many books available that focus on specific controls
(financial, quality, production) few contain an integrated set of controls that apply across an entire business. A practical
guide and reference Business Management Controls is arranged by functional business area. It is aimed at managers,
auditors and professionals who want to know how the assets, transactions, operations, systems activities and
investments of their organisation may be protected, controlled and improved more effectively and more efficiently. This
book will help you to improve your business control practices and show you how to better create, implement and assess
your own controls. It will also show you how to develop more streamlined and successful working practices, and how to
enable, facilitate and protect your business operations in a more effective way.
Due Diligence and Corporate Governance is a general guide to a subject of growing importance. This handbook shows you how due
diligence is used to assess the risk of any transaction, customer or investor for all businesses regardless of size or location. There are three
main reasons for the rise in the profile and uses of due diligence: . Companies are now doing deals all over the world and must be
increasingly vigilant about the individuals and companies they are dealing with . Investors, consumers and the media are putting pressure on
companies to avoid dealing with ethically, environmentally or socially irresponsible organisations . Internal controls must address the
increasing regulatory requirements introduced in response to corporate scandals and the terrorist threat Due diligence allows companies to
profile the companies and individuals they are thinking of dealing with before any commitment is made, providing an effective safeguard
against criminal activity, reputational damage, or breaches of legislation. With its diverse coverage and focus on the practical uses of due
diligence, combined with explanations and illustrations of best practice by case studies, diagrams and checklists, this handbook is the
essential guide for all those involved in corporate transactions and risk management. The handbook: . Provides a broad introductory guide to
due diligence . Examines due diligence in the context of risk management and corporate governance . Is straightforward, comprehensive and
practical . Uses case studies to illustrate business users . Includes checklists to monitor risk management . Provides insights into comparative
corporate governance framework
Quickly understand the principles of information security.
Create strong IT governance processes In the current business climate where a tremendous amount of importance is being given to
governance, risk, and compliance (GRC), the concept of IT governance is becoming an increasingly strong component. Executive's Guide to
IT Governance explains IT governance, why it is important to general, financial, and IT managers, along with tips for creating a strong
governance, risk, and compliance IT systems process. Written by Robert Moeller, an authority in auditing and IT governance Practical, nononsense framework for identifying, planning, delivering, and supporting IT services to your business Helps you identify current strengths and
weaknesses of your enterprise IT governance processes Explores how to introduce effective IT governance principles with other enterprise
GRC initiatives Other titles by Robert Moeller: IT Audit, Control, and Security and Brink's Modern Internal Auditing: A Common Body of
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Knowledge There is strong pressure on corporations to have a good understanding of their IT systems and the controls that need to be in
place to avoid such things as fraud and security violations. Executive's Guide to IT Governance gives you the tools you need to improve
systems processes through IT service management, COBIT, and ITIL.
Written for IT service managers, consultants and other practitioners in IT governance, risk and compliance, this practical book discusses all
the key concepts of COBIT®5, and explains how to direct the governance of enterprise IT (GEIT) using the COBIT®5 framework. The book
also covers the main frameworks and standards supporting GEIT, discusses the ideas of enterprise and governance, and shows the path
from corporate governance to the governance of enterprise IT.
A compendium of essential information for the modern security entrepreneur and practitioner The modern security practitioner has shifted
from a predominantly protective site and assets manager to a leading contributor to overall organisational resilience. Accordingly, The
Security Consultant's Handbook sets out a holistic overview of the essential core knowledge, emerging opportunities and approaches to
corporate thinking that are increasingly demanded by employers and buyers in the security market. This book provides essential direction for
those who want to succeed in security, either individually or as part of a team. It also aims to stimulate some fresh ideas and provide new
market routes for security professionals who may feel that they are underappreciated and overexerted in traditional business domains.
Product overview Distilling the author’s fifteen years’ experience as a security practitioner, and incorporating the results of some fifty
interviews with leading security practitioners and a review of a wide range of supporting business literature, The Security Consultant’s
Handbook provides a wealth of knowledge for the modern security practitioner, covering: Entrepreneurial practice (including business
intelligence, intellectual property rights, emerging markets, business funding and business networking)Management practice (including the
security function’s move from basement to boardroom, fitting security into the wider context of organisational resilience, security
management leadership, adding value and professional proficiency)Legislation and regulation (including relevant UK and international laws
such as the Human Rights Act 1998, the Data Protection Act 1998 and the Geneva Conventions)Private investigations (including surveillance
techniques, tracing missing people, witness statements and evidence, and surveillance and the law)Information and cyber security (including
why information needs protection, intelligence and espionage, cyber security threats, and mitigation approaches such as the ISO 27001
standard for information security management)Protective security (including risk assessment methods, person-focused threat assessments,
protective security roles, piracy and firearms)Safer business travel (including government assistance, safety tips, responding to crime,
kidnapping, protective approaches to travel security and corporate liability)Personal and organisational resilience (including workplace
initiatives, crisis management, and international standards such as ISO 22320, ISO 22301 and PAS 200) Featuring case studies, checklists
and helpful chapter summaries, The Security Consultant's Handbook aims to be a practical and enabling guide for security officers and
contractors. Its purpose is to plug information gaps or provoke new ideas, and provide a real-world support tool for those who want to offer
their clients safe, proportionate and value-driven security services. About the author Richard Bingley is a senior lecturer in security and
organisational resilience at Buckinghamshire New University, and co-founder of CSARN, the popular business security advisory network. He
has more than fifteen years’ experience in a range of high-profile security and communications roles, including as a close protection
operative at London’s 2012 Olympics and in Russia for the 2014 Winter Olympic Games. He is a licensed close protection operative in the
UK, and holds a postgraduate certificate in teaching and learning in higher education. Richard is the author of two previous books: Arms
Trade: Just the Facts(2003) and Terrorism: Just the Facts (2004).
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This important new book - 'IT Governance: Guidelines for Directors' provides directors, executives, managers and professional advisers with
clear,pragmatic guidelines for ensuring that IT and the business work together for thesamestrategic objectives.
Now in its second edition, EU GDPR - An Implementation and Compliance Guide is a clear and comprehensive guide to this new data
protection law.
It's necessary for enterprises nowadays to collect massive amounts of data for their business - data concerning everything from products and
services to market conditions and customer demographics. With so much information at your fingertips, it's difficult to find the pieces that are
accurate and relevant. This problem is exacerbated by the growth that comes from acquisition. Consolidating data becomes a real issue for
newly integrated companies or recently launched branches. After all, standardizing software - considering international legal requirements,
different roles, responsibilities, and processes-is challenging when you're running a global enterprise. Helmut Schindlwick proposes a solution
for these headaches through IT governance. You must put a system in place for inaccurate or redundant data, as well as data that becomes
obsolete, and then continuously monitor data quality to ensure optimization. Instead of focusing on software, you should first take time to
determine the structure of your master data. Schindlwick shares all the knowledge and experience he's gleaned from eighteen years of
consulting work, approaching a complex topic in a way that's practical and easily understood. His unique Transformation Eco System, or
TESy, will guide readers through concepts and communicate information plainly.
This book was written with two objectives. First, as a guide to a number of the detailed areas that are important for practitioners to think
through when creating an IT governance framework, and second, to provide a detailed companion to "IT Governance: Guidelines for
Directors."
Directors and government ministers across the world are increasingly being held accountable for failed IT systems, data loss and poor
decisions about their organisation’s data. This valuable book is designed to bridge the gap between the governing body and CIOs/ IT
managers. It will help the reader create a safe and robust governance framework for their organisation by applying the principles of the ISO
Governance of IT Standard 38500 on directing, evaluating and monitoring IT activity.
Firms with superior IT governance have more than 25% higher profits than firms with poor governance given the same strategic objectives.
These top performers have custom designed IT governance for their strategies. Just as corporate governance aims to ensure quality
decisions about all corporate assets, IT governance links IT decisions with company objectives and monitors performance and accountability.
Based on a study of 250 enterprises worldwide, IT Governance shows how to design and implement a system of decision rights that will
transform IT from an expense to a profitable investment.
Providing a comprehensive framework for a sustainable governance model, and how to leverage it in competing global markets, Governance,
Risk, and Compliance Handbook presents a readable overview to the political, regulatory, technical, process, and people considerations in
complying with an ever more demanding regulatory environment and achievement of good corporate governance. Offering an international
overview, this book features contributions from sixty-four industry experts from fifteen countries.
This newdownloadable pocket guidein the Practical IT Governance series, is designed to provide the reader with a basic understanding of
how an organization's Information Technology supports and enables the achievement of its strategies and objectives.
"This book provides evidence-based insights into the management and contribution of IT in organizations, to offer practical advice &
solutions, models and tools that are instrumental in getting business value from IT"--Provided by publisher.
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Studies have shown that a company's share price is often linked to how well governed the company is, providing board
members with a strong financial incentive to maintain good corporate governance practices. Yet what may constitute
good governance will vary across different countries and companies, and there is no 'one size fits all' model of corporate
governance. Corporate Governance will help you to become familiar with the principles and practice of good governance
appropriate to your company, enabling you to uphold those standards that will improve your corporate reputation while
providing reassurance to market regulators. For directors of companies of all shapes and sizes, this is essential reading,
and will answer all your questions on what good corporate governance means for you, your company's reputation and its
share price.
Ideal for information security managers, auditors, consultants and organisations preparing for ISO 27001 certification, this
book will help readers understand the requirements of an ISMS (information security management system) based on ISO
27001.
Featuring numerous case examples from companies around the world, this second edition integrates theoretical
advances and empirical data with practical applications, including in-depth discussion on the COBIT 5 framework which
can be used to build, measure and audit enterprise governance of IT approaches. At the forefront of the field, the authors
of this volume draw from years of research and advising corporate clients to present a comprehensive resource on
enterprise governance of IT (EGIT). Information technology (IT) has become a crucial enabler in the support,
sustainability and growth of enterprises. Given this pervasive role of IT, a specific focus on EGIT has arisen over the last
two decades, as an integral part of corporate governance. Going well beyond the implementation of a superior IT
infrastructure, enterprise governance of IT is about defining and embedding processes and structures throughout the
organization that enable boards and business and IT people to execute their responsibilities in support of business/IT
alignment and value creation from their IT-enabled investments. Featuring a variety of elements, including executive
summaries and sidebars, extensive references and questions and activities (with additional materials available on-line),
this book will be an essential resource for professionals, researchers and students alike
ITIL® 4 Essentials contains everything you need to know to pass the ITIL 4 Foundation Certificate, plus more. It covers
practices and concepts that are not addressed as part of the Foundation syllabus, making it ideal for newly qualified
practitioners. This second edition has been updated to align with amendments to the ITIL® 4 Foundation syllabus.
An essential resource for business managers at any-sized organization, this book provides the current best practice in
managing data and information risks as companies face increasingly complex and dangerous threats to information
security. The development of IT Governance, which recognizes the convergence between business and IT management,
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makes it essential for managers at all levels to understand how best to deal with information security risks. This text
explores new legislation, including the launch of ISO/IEC 27001, which defines a single, global standard of information
security. Includes access to a website that provides templates designed for implementation within any organization.
Faced with the compliance requirements of increasingly punitive information and privacy-related regulation, as well as the
proliferation of complex threats to information security, there is an urgent need for organizations to adopt IT governance
best practice. IT Governance is a key international resource for managers in organizations of all sizes and across
industries, and deals with the strategic and operational aspects of information security. Now in its seventh edition, the
bestselling IT Governance provides guidance for companies looking to protect and enhance their information security
management systems (ISMS) and protect themselves against cyber threats. The new edition covers changes in global
regulation, particularly GDPR, and updates to standards in the ISO/IEC 27000 family, BS 7799-3:2017 (information
security risk management) plus the latest standards on auditing. It also includes advice on the development and
implementation of an ISMS that will meet the ISO 27001 specification and how sector-specific standards can and should
be factored in. With information on risk assessments, compliance, equipment and operations security, controls against
malware and asset management, IT Governance is the definitive guide to implementing an effective information security
management and governance system.
Increasingly, information technology governance is being considered an integral part of corporate governance. There has
been a rapid increase in awareness and adoption of IT governance as well as the desire to conform to national
governance requirements to ensure that IT is aligned with the objectives of the organization. Information Technology
Governance and Service Management: Frameworks and Adaptations provides an in-depth view into the critical
contribution of IT service management to IT governance, and the strategic and tactical value provided by effective service
management. A must-have resource for academics, students, and practitioners in fields affected by IT in organizations,
this work gathers authoritative perspectives on the state of research on organizational challenges and benefits in current
IT governance frameworks, adoption, and incorporation.
The urgent and sustained interest in corporate governance is unprecedented, with the connections between corporate governance and
economic performance being emphasized by the World Bank, the IMF and others in the global economic community. In this timely and
definitive intellectual analysis of a key discipline, The SAGE Handbook of Corporate Governance offers a critical overview of the key themes,
theoretical controversies, current research and emerging concepts that frame the field. Consisting of original substantive chapters by leading
international scholars, and examining corporate governance from an inter-disciplinary basis, the text highlights how governance issues are
critical to the formation, growth, financing, structural development, and strategic direction of companies and how corporate governance
institutions in turn influence the innovation and development of industrial and economic systems globally. Comprehensive, authoritative and
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presented in a highly-accessible framework, this Handbook is a significant resource to those with an interest in understanding this important
emerging field.
Aligned with the latest iteration of the Standard – ISO 27001:2013 – this new edition of the original no-nonsense guide to successful ISO
27001 certification is ideal for anyone tackling ISO 27001 for the first time, and covers each element of the ISO 27001 project in simple, nontechnical language
The ultimate guide to maximizing shareholder value through ERM The first book to introduce an emerging approach synthesizing ERM and
value-based management, Corporate Value of Enterprise Risk Management clarifies ERM as a strategic business management approach
that enhances strategic planning and other decision-making processes. A hot topic in the wake of a series of corporate scandals as well as
the financial crisis Looks at ERM as a way to deliver on the promise of balancing risk and return A practical guide for corporate Chief Risk
Officers (CROs) and other business professionals seeking to successfully implement ERM ERM is here to stay. Sharing his unique insights
and experiences as a recognized global thought leader in this field, author Sim Segal offers world-class guidance on how your business can
successfully implement ERM to protect and increase shareholder value.
The Universal Service Desk (USD) – Implementing, controlling and improving service delivery defines what a USD is, why it is valuable to an
organisation and how to build and implement one. It also discusses the evolution of the USD as part of integrated workplace management.
The issues, opportunities and challenges of aligning information technology more closely with an organization and effectively governing an
organization’s Information Technology (IT) investments, resources, major initiatives and superior uninterrupted service is becoming a major
concern of the Board and executive management in enterprises on a global basis. An integrated and comprehensive approach to the
alignment, planning, execution and governance of IT and its resources has become critical to more effectively align, integrate, invest,
measure, deploy, service and sustain the strategic and tactical direction and value proposition of IT in support of organizations. Much has
been written and documented about the individual components of IT Governance such as strategic planning, demand (portfolio investment)
management, program and project management, IT service management and delivery, strategic sourcing and outsourcing, performance
management and metrics, like the balanced scorecard, compliance and others. Much less has been written about a comprehensive and
integrated IT/Business Alignment, Planning, Execution and Governance approach. This new title fills that need in the marketplace and gives
readers a structured and practical solutions using the best of the best principles available today. The book is divided into nine chapters, which
cover the three critical pillars necessary to develop, execute and sustain a robust and effective IT governance environment - leadership and
proactive people and change agents, flexible and scalable processes and enabling technology. Each of the chapters also covers one or more
of the following action oriented topics: demand management and alignment (the why and what of IT – strategic planning, portfolio investment
management, decision authority, etc.); execution management (includes the how - Program/Project Management, IT Service Management
with IT Infrastructure Library (ITIL) and Strategic Sourcing and outsourcing); performance, risk and contingency management (e.g. includes
COBIT, the balanced scorecard and other metrics and controls); and leadership, teams and people skills.
This book facilitates a systematic comprehension of internal workings of corporate governance in practice. Facets of this multidisciplinary,
constantly evolving field are discussed and interrelationships among them are explained to provide insights on how certain precepts come
into play for various roles in governance. This book pragmatically explains and illustrates with a view to integrate. To keep the scope
achievable, the emphasis is placed on the U.S.-based companies; where possible, differences in governance around the world are identified.
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Three rich sources of knowledge help shape the message of this book: existing paradigms, personal experience in governance, and research
on issues and challenges of governance. Features: Permits a holistic view of the complex corporate governance landscape. Discusses and
generously illustrates the practice of corporate governance. Aids understanding of issues and challenges of corporate governance. Identifies
ways to advance the value of one’s role in corporate governance. Teaches how to avoid crucial mistakes that compromise the value of
one’s contribution in the governance process. If you are a professional accountant, securities lawyer, economist, financial analyst, auditor,
executive, entrepreneur, or an investor, you will find the book helpful in understanding the entire landscape of governance fairly quickly.
Those already involved in the governance arena may find the book refreshing, and may use it to coach others. This book can serve as a
reference book in any offering of a course at any academic level.
Comprehensive and up-to-date, this important textbook analyzes the escalating crisis in corporate governance and the growing interest in its
reform across the globe. Written by a leading name in the field of corporate governance from a genuinely international perspective, this
excellent textbook provides a balanced analysis of the relative strengths and weaknesses of the Anglo-Saxon, European and Asian traditions
of corporate governance; offering a prognosis of the future development, complexity and diversity of corporate governance forms and
systems. It: investigates the reasons for the failure of Enron, WorldCom, Tyco, Parmalat and other major international corporations examines
the role of international standards of corporate governance, with the intervention of the OECD, World Bank and IMF explores the continuing
cultural diversity in corporate and institutional forms in the United States and UK, Europe and Asia Pacific. Illustrated with a wealth of up-tothe minute case studies and packed full of excellent illustrative material that guides student readers through this complex subject,
International Corporate Governance is a must read for anyone studying corporate governance today.
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